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Now, more than ever, we need a more resilient Internet. Mutually
Agreed Norms for Routing Security (MANRS) is a global initiative,
supported by the Internet Society, that provides crucial fixes to
reduce the most common routing threats.

Action 4: Facilitate routing information on a global scale — RPKI

A network operator should create a valid Route Origination Authorization (ROA) for each IP prefix or set of prefixes it
is legitimately authorised and intends to originate.

Discussion:

ISOC (EfREEMihs) F2014F L “H
BMiERZ28#EhE (MANRS) 7 |, X
ISP/ICP/IXPI3{E Hi3Z#FRPKI EEEIANIERYE
Ko

The most secure method of facilitating validation on a global scale is through the RPKI system which allows their
routing announcements to be cryptographically verified. Network operators can obtain RPKI certificates for their own
IP prefixes from the RIRs that allocated them, and then generate, publish, and maintain Route of Origin
Authorizations (ROAs) corresponding to the IP prefixes they announce. Network operators must also encourage their
Customer Network operators to do so as well.

References:

» Origin Validation Operation based on the Resource Public Key Infrastructure (RPKI) — http://www.rfc-
editor.org/bcp/bcp185.txt
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China Telecom

Visit their website <

NETWORK OPERATORS > PARTICIPANTS > CERNET

Participant Info Implementatlon of MANRS Actions 'ORK OPERATORS > PARTICIPANTS > CHINA TELECOM
AREAS SERVED +/ ACTION 1: PREVENT PROPAGATION OF INCORRECT ROUTING
on INFORMATION
+/ ACTION 2: PREVENT TRAFFIC WITH SPOOFED SOURCE IP
ASNS - .
ARPRESSES 5 o Implementation of MANRS Actions
+/ ACTION 3: FACILITATE GLOBAL OPERATIONAL COMMUNICATION PartICIpant Info
AND COORDINATION AREAS SERVED +/ ACTION 1: PREVENT PROPAGATION OF INCORRECT ROUTING
+/ ACTION 4: FACILITATE VALIDATION OF ROUTING INFORMATION ON A INFORMATION
GLOBAL SCALE AE, AU, CN, DE, GB, HK, JP, KE, NL, RU,
SG, US, ZA CT/AS4134 prevents propagation of incorrect routing information.
ASNS +/ ACTION 2: PREVENT TRAFFIC WITH SPOOFED SOURCE IP
4134 ADDRESSES

CT prevents traffic with spoofed source IP addresses.
(2]

BRI ERARZARD +/ ACTION 3: FACILITATE GLOBAL OPERATIONAL

COMMUNICATION AND COORDINATION

. %Eﬂ M ﬁﬁ CT facilitates global operational communication and coordination
between network operators.
\ +/ ACTION 4: FACILITATE VALIDATION OF ROUTING
NATIONAL NEW-TYPE INTERNET q: ,L'\ ( r'}-l'l)\l\l ) INFORMATION ON A GLOBAL SCALE
EXCHANGE PolNT CT facilitates validation of routing information on a global scale.

Visit their website =

China Science and Technology

IXPS > PARTICIPANTS > NATIONAL NEW-TYPE INTERNET EXCHANGE POINT

Network
N
. Implementation of MANRS Actions :P ﬂﬁm S
PartICIpant |nf° p Visit their website -
LOCATION +/ ACTION 1: FILTERING OF ROUTE ANNOUNCEMENTS
CN https://www.nnix.cn/#/support/bgp We have applied the RPKI and NETWORK OPERATORS > PARTICIPANTS >
whitelist filters to ensure the network security. CHINA SCIENCE AND TECHNOLOGY NETWORK
NETWORK ASNS
139136 +/ ACTION 2-1: OFFER ASSISTANCE TO ITS MEMBERS TO MAINTAIN
ACCURATE ROUTING INFORMATION IN AN APPROPRIATE
IX-F IDS REPOSITORY (IRR AND/OR RPKI)
We have applied the RPKI and whitelist filters to ensure the network & _§ |mp|ementat|0n Of MANRS ACtIOhS
security. We can offer technical support if others required Part]c'pant Info
+/ ACTION 3: PROTECT THE PEERING PLATFORM AREAS SERVED +/ ACTION 1: PREVENT PROPAGATION OF INCORRECT ROUTING
We have published an official policy named “IXP access technology CN INFORMATION

requirement: https://www.nnix.cn/#/knowledgeColumn/article1?id=28
ASNS +/ ACTION 3: FACILITATE GLOBAL OPERATIONAL COMMUNICATION

+/ ACTION 4: FACILITATE GLOBAL OPERATIONAL COMMUNICATION AND COORDINATION
AND COORDINATION BETWEEN NETWORK OPERATORS 7497
We have a member list available to all members of the exchange +/ ACTION 4: FACILITATE VALIDATION OF ROUTING INFORMATION ON A

GLOBAL SCALE
+/ ACTION 5: PROVIDE MONITORING AND DEBUGGING TOOLS TO

-(IZ-):rEILVIoEK'\V::EgT:ss is on the roadmap, we can provide several other itmz%*ﬁ%%ﬁé EE;& E%t%lé

tools on our website such as this link:
https://www.nnix.cn/#/realOrFalseBGP
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|
idate RIR IPv4 adoption IPv6 adoption |
:20231122 ripencc 0.6526 0.3745 :
120231122  arin 0.3102 0.6619 i
120231122  afrinic 0.2788 0.0764 |
120231122  apnic 0.3442 0.2351 :
120231122  lacnic 0.4983 0.4899 |
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7 Name T T T T TYPE  DETAILS STATUS o |
Lumen transit signed + filtering safe :
Arelion (Formally Telia) transit signed + filtering safe |
Cogent transit signed + filtering safe |
NTT transit signed + filtering safe I
Hurricane Electric transit signed + filtering safe |
GTT transit signed + filtering safe :
TATA transit signed + filtering safe I
PCCW transit signed + filtering safe |
RETN transit partially signed + filtering safe I

. Orange transit signed + filtering safe |
Tle r 1 IS P Comcast ISP signed + filtering safe :
Cloudflare cloud signed + filtering safe |

Amazon cloud signed + filtering safe |

Netflix cloud signed + filtering safe I

Wikimedia Foundation cloud signed + filtering safe |

Scaleway cloud signed + filtering safe :

Telstra International transit signed partially safe I

AT&T ISP signed + filtering peers only partially safe |

I Liberty Global transit signed + filtering peers only partially safe I

: Google cloud signed partially safe :

LL Diglocean clowd _ _ fiteringpeersonly _ _ _ _ | puriallysafe |

HiEskE: EECDNREZECloudflare https://lisbgpsafeyet.com LINBRETELZE Bl FE6E
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—————————————————————————————————————— 2. Fetching and Caching RPKI Repository Objects
Stream: Internet Engineering Task Force (IETF) : g
2.1. TAL Configuration and Processing
RFC: 8897 _ ) )
Category: Y 2.2. Locating RPKI Objects Using Authority and Subject Information Extensions
Published: September 2020 2.3. Dealing with Key Rollover
ISSN: 2070-1721 2.4. Dealing with Algorithm Transition
Authors: D.Ma  S.Kent

2.5. Strategies for Efficient Cache Maintenance

ZDNS Independent . )
3. Certificate and CRL Processing

3.1. Verifying Resource Certificate and Syntax

RFC 8897
Requirements for Resource Public Key Infrastructure
(RPKI) Relying Parties

L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o o = — ]

3.2. Certificate Path Validation

3.3. CRL Processing

4. Processing RPKI Repository Signed Objects

4.1. Basic Signed Object Syntax Checks
4.2. Syntax and Validation for Each Type of Signed Object
4.2.1. Manifest
4.2.2. ROA
4.2.3. Ghostbusters
4.2.4. Veritying BGPsec Router Certificate
4.3. How to Make Use of Manifest Data

4.4. What To Do with Ghostbusters Information

5. Distributing Validated Cache
6. Local Control

7. Security Considerations
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