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Secure Internet Routing

A Notice by the Federal Communications Commission on 03/11/2022

Synopsis

1. The Commission plays an important role in protecting the security of
America's communications networks and critical infrastructure. The
Commission, in tandem with its federal partners, has urged the communications
sector to defend against cyber threats, while also taking measures to reinforce
our Nation's readiness and to strengthen the cybersecurity of vital
communications services and infrastructure, especially in light of Russia's
escalating actions inside of Ukraine. Today, the Commission builds on those
efforts. With this Notice of Inquiry ( Notice ), the Commission seeks comment on
vulnerabilities threatening the security and integrity of the Border Gateway
Protocol (BGP), which is central to the internet's global routing system, its
impact on the transmission of data from email, e-commerce, and bank
transactions to interconnected Voice-over Internet Protocol (VoIP) and 9-1-1
calls, and how best to address them.
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VI. Specific Responses to Questions from the NOL........c.ccoeiiiiniinncnicinceee

VI.1  Scope

VLI.I  BGP use inside of netWOrks.........cceoueueeieeenienieeeeeeeeeeeeseeeseeenaeee
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VI.2.2  The Promises of Artificial Intelligence and Machine learning

VI3 Deployment of BGP Security Measures

VL3.1  On other standards and practices that address BGP vulnerabilities...................... 15
V14 Deployment of BGP Security Measures...........ccooueueuieceininniussiccrcnnnnenenes
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V142  What BGP Measures and how effective? ...........ccooveeevecicrecrecceenens
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Internet2 Submits Comments to FCC on Secure
Internet Routing

¢ Five recommendations to improve the state of routing security in the R&E community:
Making the concepts of routing security accessible and important.
Access to router configuration training.
Development and adoption of network configuration tools that will aid in the consistent
implementation of the desired routing policy.

Development and operation of an R&E routing security observatory to provide the ability to

independently measure the alignment with secure route policy.

Development and maintenance of an R&E routing security control framework for assessing an

organization’s routing security.
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