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Human Error Is the Leading Cause of Network Downtime ST, TEM—FEATERER13: 12514: 350—BHE, EEad
Source: The Yankee Group 2002 Network Downtime Survey =, APIERSHRESSTETFEN EERRBS2MEE (ISP) 4P HGEIT,
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Unresolved Errors B e,
Power Errors ["3%
9%

Facebook. Insta

Human Error
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SHPSEN

Cisco 105
Cisco 10S
Cisco 10S
Cisco 105
Cisco 10S
Cisco 10S
Cisco 105
Cisco 10S

IP Routing

IP Routing:
IP Routing:
IP Routing:
IP Routing:
IP Routing:
IP Routing:
IP Routing:
IP Routing:

BGP Command Reference

EIGRP Command Reference

ISIS Command Reference

LISP Command Reference

ODR Command Reference

OSPF Command Reference
Protocol-Independent Command Reference

RIP Command Reference

Cisco 10S Performance Routing Command Reference
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redistribute (IP)

To redistribute routes from one routing domain into another routing domain, use the redistribute command
in the appropriate configuration mode. To disable all or some part of the redistnibution (depending on the
protocol). use the no form of this command. See the “Usage Guidelines™ section for detailed. protocol-specific
behaviors.

redistribute protocol [ process-id] {level-1 |level-1-2 |level-2 } [ autonomous-system-number
] [metric {memric-value |tramsparent } ] [metric-type fpevalue] [match {internal |
external 1 |extermal 2}] [tag tag-value] [route-map map-tag] [registered] [ resolved
] [summary] [submets] [nssa-only]

no redistribute protocol [process-id] {levell |level-1-2 |level-2} [autonomous-system-number]
[metric {metric-value |transparentj] [metric-tvpe fipe-value] [match {intermal | external 1 |
external 2}] [tag fag-value] [route-map map-tag] [registered] [resolved] [summary ]
[submets] [nssa-only]




EeBS IR

BRXERS. SHMETHESX, REFSRSHEMEEZARIXE,

tban:

« BEOcostiRBERE] BEX, rEFIEEBFHR AT
« OSPFEILARNnetwork, taELAimport33| N\, fimportE#& EEximUEs

{Elcommunity-listhf, EZENABERroute-mapZEK

interface TenGigabitEthernetl/1/1
ip address ? ?
ip ospf cost 10 < ? <|16@

router ospf 100
?
router bgp 6500

neighbor AS200 import route-map imp-pl
neighbor AS200 export route-map exp-pl

ip community-list C1 permit ?
ip community-list C2 permit ?

route-map imp-pl permit 10
?

route-map exp-pl ¢ 10
match community C2
route-map exp-p2 ! 20

match community C1

%17&%2?-;‘:%/_—%

—

RS

interface TenGigabitEthernetl/1/1
ip address 10.0.0.1 255.255.255.254
ip ospf cost 15

router ospf 100
network 10.0.0.1 ©.0.0.1 area 0.0.0.0

router bgp 6500

neighbor AS200 import route-map imp-pl
neighbor AS200 export route-map exp-pl

ip community-list C1 permit 6500:1
ip community-1list C2 permit 6500:2

route-map imp-pl permit 10
set community 6500:1
set local-pref 5@
route-map exp-pl permit 1@
match community C2
route-map exp-p2 deny 20

match community C1
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RERIE AR SHY
SREES M, FEIAEER
SCINRISRHES.

10.10.10.10/32 -> path(A, ,B)
20.20.20.20/32 -> ecmp(A,E.F; AGF) e 0 =

30.30.30.30/32 -> end(A) & avoid(B)
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MZEECEDSL

MiE4FEIES (Domain-Specific Language)
v ARSI E T REMIRT TRV FE S

v SQLESE&UREERIDSL

v PILEEREDSL: ALK E Bl RRNiERIES

"BMIP,A10.10.10.10/32
CENG B RURENT RCARHMNE,

e B e MR
e st e 10.10.10.10/32 - > exit(C) & avoid(D) ‘
SRERTEIAER B#091P7320.20.20.0/24 YL ORISR S
R R B AR R “ 20.20.20.0/24 -> ecmp(A,B,C ; AD,C) LN,
ZIESUMESSP J9A.B,CFIA,D,C eSS EEEE]
e msampe “EROIPA30.30.30.30/32 30.30.30.30/32 -> order(B,C,D ; B,E,D) 3
MR BERBE  grsmmas c Dl R IBEFES

B e 2515 i%12B,E,D”
SES TSRS
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EeELGSIGIE (DEBUG)
HISERFREDEBUG— ¥, AIRTRESANERNY, BRAPRNNEIHTIE.

v iBiXtEIR
AP RERIREE S R e EE Aiaix

4 KEFHERIR E—REESmA
10.10.10.10/32 - ABD:ACD 0.20.20.20/32 > end(C)
/ >( : end(B)
 a— NP AFEN TR

10.10.10.10/32 -> ecmp (A(n)D ; A,C,D)
v BXiEIR
FAFmERISRIE S 4 o] gefF 1o el Jo AL
OSPFHMYFoi AR SLEIX R BRI IRIE Y RIS OIS

20.20.20.20/32 ->0spf(A,C,D 10.10.10.10/32 -> path (A,B,C,B,D)
30.30.30.30/32 - >\aspf(A,B,D

%17&%2?-;‘:%/:%9
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IRIEERRRE (e, ©2) , WNEEE! (BGP, OSPF, SR, ACL) #OsCINIHRE (4EhK,
B3 RITBNGELZE, TTEEXSE, BalEBENREE.

Rt 3 Sy b
v RS EREREEE
B REEIREUA TS T A e B (BGP local-preference) @t@

Y D C A X
(s)
path(X,ACDY) ——>  XACDY >> (Z*)Y —> 2080 9@ DD
EREA= ‘\
v YRS EHERRE - 020 REERER , @ @ @

B REEREAT2EEBZEOFHEREME (OSPF cost)

) AB+BC = AD+DC Ny
ecmp(AB,C;ADC) —p AD+DC < others ——> SMIXKfgss ——> °

HRRZR
%17& % & e i L NEY costRPEE
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IR AMEE R,
BEIBRIRERcostiEIE.
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Piyonedem 19 A1 BT 2SR AN
Etg'?él Plzothers %%HEE%?%I
Cost (p) FigRpiEi&costfy
EINE.

Cost ( P120ne ) < Cost ( P120thers>

° MAZBIF)Im = EA,C,D,B
/ \ MBE|CHi &= AEB,D,C
‘O HRFR

AC=1 CD=1 DB=1 AB=4
BA=2 BD=1 DC=1 CA=1

—H TR

OSPF $5 52 1t S 1217
S, ()AL E
SRR S AR
—{HrT{FARAIIEE.,

AC+CD+DB < AB
BD+DC < BA+AC
AERA



o« FFIBNLE: FERADSL/FEEESRMARAFEETR K, BEigf

- BB KB (%:Flﬂ/éﬁ)%ﬂlﬂlulﬂf%, PIZEIIY, BERIRS) |

THERT B RBFHEMRBEHREIRESEL
1‘%& SCEEIRITDSLR GG

T3

ERENRARMBE T 20
SRBMNBENPG i AL,
EIEIEX SHTH, AR
BEN4RBGPEE. X P S

P5 P6 P7 P8

Pod 3 Pod 4

AG: Global Aggregation
AL: Local Aggregation

Fwd(TC, Router, NextHop) :- ext
Route(TC, Router, NextHop, Proto),
SetAD(Proto, Router, Cost)
minAD(TC, Router, Cost)

minAD(TC, Router, min<Cost>) :-
Route (TC, Router, NextHop, Proto),
SetAD(Proto, Router, Cest)

Route(TC, Router, Next, "static") :-
SetStatic(TC, Router, NextHop)

Route(TC, Router, NextHop, "ospf") :-
BestOSPFRoute(TC, Router, NextHop)

(a) Network Specification N

Propane

rna
petwork  pah requirements:
N1 Path(Nl A [A B,C,D])
Path(N2, A, [A,D])
Path(Ext, A, [4,C])
Path(Ext, D, [D,B])

(¢) Requirements pp

(b) Topology

Input Synthesis

! 10G interface to B
interface TenGigabitEthernet1/1/1

ip ospf cost 10
! 10G interface to C

SECERAFIEEEL
KfigDataloglaAY%H
A, EERENH
(EASMT:XKf%, Bl

HREBGP, OSPFf&h

AG AL o= ac e Derive nin.’.érface TenGigabitEthernet1/1/2 ﬁﬁmﬁa%o
R Pl SIGCOMM
1 e5 e5=AL e722 CAV 2017 200
TG TL e6=TL SmodAG=0 ) CERG Seio @9 [
H : AG AL 5 AL 20’]6 ip route 10.0.0.0 255.255.255.0 130.0.1.2
Global services  Local sew.ce; AG<S 2<S5<4 (e) Configuration for Router A
Contra
X3 Qﬂ ‘E
srLe E—E\hﬂg E%ﬁ%ﬂlﬁi*‘ ‘5B Eﬁi?xiﬂa‘m_n%_
ZiteBRRRACL mitiE NSDI 2020 e
=, BTEENACLE MRS ERASIHTTIIER,
= Node A:  Forwarding table. 27 P 4.
LN o= -~ if ABD then O Em . Eg
T B E R, PGE#{TIRE
$ise co DAO 0 04 CO C ;EE! ?ﬂﬂﬁt{ﬁ
Input Program (b) The routing policy * DAL 0 05 BO B *E &%
Node B: F ding tabl
i e | regton Outputs e vk BENERPAE,
- r
Inconsistent ..?.‘E.f‘.. DB 0O 03 DO
3- modify D2, C1, Al, A3 | | paq cgcmnn ¥ DBL O 02 € C
to D2', C1', A1', A3 Need to fix: dst 2.0.0.0/8 ): Bb ; :
4. check * dst 1.0.0.0/8 k 1}3 Node C:  Forwarding table
2 cmd y ¥ Fixing plan: m dst tag pid | mvec ntag nhop
5. fix ] *-.# Add permit dst 2.0.0.0/8 to Al" ‘z_ws) DCO O 01 DO D
Network Config 2,@ Pyer-ww Add permit dst 1.0.0.0/8 to Al' - o L - i e
tomat T
and Topology 2 ur System | add deny dst 2.0.0.8/8 to A2 (c) The reverse automata (d) The product grap (e) The populated tables
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*4-b D SISRBMOREANS (..

prefix
o“»@ (a) Repaired ETG for 5~~T E _.ILJ EEE#*B§ Intent I LIVE\_IVE Live

(a) ETG for S~~T traffic class gA# j‘%mg : =o Sg —u RSW; |—»{ So\gv _—> ssw frred

RE PP EE B HIE T MaxSMTRILISR o RN,

Aura = ) () (y) e
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Es.
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G Cr Config "Differ” Search Tactics §4
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hard spec D - Exploration §4.1 Counter-example-guided Search §4.2 $?
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a d Red ce®/ Simulator
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EEZINYEIBLSS -LynX

O RG], Lynx: Cross-Layer Multi-Protocol Network Configuration Synthesis.

> WEEEGS TENGFERMNET R
© STIFINER—

Propane .i:_ﬂ BGPEE
© SUFREBIARE:
NetCompIete
(e (0P =) osprem

T HlSRES I E

= - - TR/ DimElimAY B o B AL

> WEEEGE T AREME

[ BE8UKAE J

[ REEE J

BE } - IMNKRELESEMEREERS



EES MY ELBRLS S -Lynx
O T{EmE @

P
&

+
==
(1 2 3

user Afvlan 10} VLAN Policy VLAN #
user B OSPF Policy vlan batch?
{IEILU-%?-UE‘M} BEGP Poli l : | nurnber ?

oli
E-.'ay;oint R1:} ACL Poli:y OSPF rule 5 deny ip source ?
main{A-=B ¥ destination ?
apply fu} 1. l | :1

__________ . dd ?

i FD)- | BGP 5

i . i interface 7

@ { @n@ P l port trunk allow-pass vlan ?

@ @ : . o P traffic-filter 7 acl ?

@ | OSPF 1L | ACL ospf cost 7
Nl 4 #

Configuration Intent Analysis Synthesis Model Configuration Sketch

BRIESHEPEE, REBURFEXREF
IBREARITIR, DR,

RIESESHIMER., MoSNEER
EFEEREE DB RBAIRE,

IR ZRZMIRISVLAN, OSPF,
BGPFIACLECE S &A1 T,

REESHRGTRINI N IRE R SHIECE
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BESMMXEELSS -Lynx
O aeo
TABLE ]

NUMBER OF TOPOLOGY SIZES. POLICY TYPE AND SOLUTION
TIMES FOR LYNX SYNTHESIS

Network size Policy type 4 policies 8 policies 16 policies 32 policies 64 policies
o TE 3.67 7.46 14.83 20.53 5810
Small (7-31) Isclation .92 1.07 1.35 1.87 2.34
Mix 4.39 6.21 10.77 20.35 47.09
TE 8.03 17.38 39.30 87.86 151.77
Medium (35-63 Isolation 15.46 1942 28.13 33.31 121.80
Mix 13.83 21.36 35.13 71.42 154.32
TE 14.03 2904 12.58 173.17 39697
Large (63-94) Isolation 40.12 68.32 124.91 2571.35 354.01
Mix 18.56 63.50 102.60 266.39 428.46

IS HECREE, ASHRIRSS
MSCREER S ERYATE], /NBURJZE
BB/ NFTmin, KREILEETEINT

10min,

ACLigE=REE, FEYESZSHMRLT,
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SRv6EIELRS-AutoSRv6

O _:'f"lf;,ziﬁi AutoSRv6: Configuration Synthesis for Segment Routing over IPV6.

1515 1

w

seqment-routing ipvb locator T auto-sid-disable

s2gment-routing Ipwe
encapsulation source-address ?

Input ) i |I'I|Jl.lt locator 7 Ipve-prefic 7 64 s@Etc 32
A oY Step 1: Policy Analysis (V.A) opcode 7 end psp
EE— segment-routing ipve

seqment-list 7
* ndex 7 sid ipws ?

sreE-te policy 7 endpoint ? color 2
candidate-paths preference 7

Step 2: IGP Synthesis  [VB) cagmant-list ?
c) Configuration Template
(a) Metwork Topology i {} gurE P
1515 1
Step 3: SRv6 Synthesis (V.C) "seqmentrouting ipu6 locator aa auto-sid-disable

p1:constraint( Ry Rg.Rp =R Ro R Rp)
p2 : node_set((R 4, Ra]~[Rp. Ro).IP=2001:0B8:200:64)| nput
p3 : avoid_link([R.4,Rc][R.-R ] & low_latency = True)

d - waypoint{( R . Ry)@[Rg index 5 sid ipve 2001;088:200::100
b ypol l:[ A 'H]k'*[ 1-]_:' smwE-te policy p1 endpeoint 2001:088:2::2 cobor 101

p5 : bandwidth( R 4, Kr7,100) EZIHllgi?fl-_pf_tl"ﬁssﬁfefe*e':e 100
(d) Configuration Synthesis Module -

utput s2gment-routing Ipwe

¢ 0 encapsulation source-address 2001:DB&:1::1
2 locator a ipve-prefix 2001:088:100:: 64 static 32
opcode 1100 end psp

Step 4: BGP Synthesis (V.D) segment-routing ipvé
segment-list listl

QOO0 @

{b) Network policies (e} Configuration for ¥4

TEEE% BB E FAARIRIMRELH a EFIGPSCI St s,

1725735

SRVESTHUARER S, B BRI .
s ei i = O = scrsmamsin.
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SRv6ECELRS-AutoSRV6
MERESIHT

o TABLE IV: Number of topology sizes, requirement type and solution times for SRv6 Synthesis

Network size Requirement type 4 requirements 8 requirements 16 requirements 32 requirements 64 requirements

Waypoints 0.34 1.84 4.62 12.42 24.41
Isolation 0.26 1.07 3.12 9.23 13.54

Smal 9-25) Bandvidh 060 382 503 loss 2158 AENERIR, REREEEE SRR
Mix 0.79 421 473 14.53 27.09 %%H]%H’\J HT_]TEIja:F%\ﬁO /J \EU [xx |X—_| Ht“ EH/J\

Waypoints 6.23 9.62 27.30 81.86 132.78 g
Isolation 0.47 5.15 8.33 23.47 41.24 j(;F'J Qg T_I' /J\
Medium (36-64) Bandwidth 4.36 6.17 16.99 64.88 93.03 321 min, IM’ H lE—I‘I :'F1 Om|n°
TE 2.36 7.13 14.29 31.46 61.3
Mix 27.83 47.36 65.13 91.42 136.32
Waypoints 14.73 26.02 58.28 104.43 209.71
Isolation 4.87 17.92 34.91 56.44 146.54
Large (65-81) Bandwidth 6.39 27.50 46.68 91.39 201.46
TE 3.16 9.98 26.22 51.92 128.58
Mix 39.61 63.24 108.97 194.46 335.48

AEMLZ TAISegment listEEM AL

%
2
o
4
=

I3
3

3 Fam_irig 120

[==R0 ] 7 $7E—I Fl I_IEHII\NM 71; - d =
| = [ ) / | 7 R, KEAEREZ92x-10x,
: % :" 4] v H " /)
; [X} s T 1 L ;: ./ ; B e
: 1 [ e Y] : g
B i L1 x A
4 K - A
‘Y g RN
VB = [ VE d /
= = B VE ) = | e
a 25 = 15 30 1 130 Agraster Fpringa VEWysera

Raiwork: Ty

(a) Regular grid network topology. (b) Networkx random network topology. (c) Real network topology.
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€ Drone: Intent-Driven Cellular Configuration Generation Using Program Synthesis, IEEE JSAC, 2023.

Intent-Driven Configuration Synthesis for Cellular Networks

—_— a4 AL
—— m pY2
D __EJ\ F::jk Network Management Intent Gcncrlc Modc] Network conﬁguratlon on distributed devices
(@ ) ) ( )) Network management intents with

ﬁ a N . R (.
> S—MNEEEZIRENERE RS ML :

i optlmlzcd properties added
‘:m_- A A A )
= A A. Stability:
BCEGRATELR, @ *—

Reachability:-

Convergence:**
-~ .—‘ﬂ V| ‘ 5 5
> 37 %ﬁ/T{tgﬂ_\Aﬁl i*%ﬂ H:II T E*%Eﬁm El\J Challenge 1: The program objective lacks Challenge 2: When the solution space is
constraints and the solution model cannot large, the forward solver model cannot (; |
m é% converge to the optimal solution. solve the result. ' g
EEMNBECESE
Generic Model Optimization algorithm

Configuration Generation Problem

> ERERNEENAEEE SR, IRk st || st | s

synthesis verification

BEESEEZERNENIEE, 4 o Norfervcs..) T o
or(ci—c2..)—— counterexample

Program Synthesis Problem

N = if -
r f Ill ; HeN, Pruning Algorithm
—W | V| Y
aJ { \‘."‘ \‘."
¥

‘ ¥ ¥
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O WA RIT—MSREEES, BFTRAEEEINTESNESHIEREETE.
O &wiF: K ANSEIESHENTLIREEFRYRERD.

O £5: MEEHEE C mpw [ Compile YT Synthesis Output

\

Network Manager

|
1
|
|
1
|

(c) Pending configuration of network parameters

(e) Intent synax tree Counterexample

| I
| ! |
| | : |
| |1 define cellset = (celll, cell2, cell3, celld) || def = primid=stmt  definition 3 I forcell in neighbour_list: I |1 mac_cnfg=
| |2 define stability = {cellset => P = o o I 2 if serv_cell['prefer'] < cell['prefer']: 1|2 {
QQIjJ ﬁb Eg EEE*E i Al prefcrl>>prcfcrll).( prefer2>>prefer3),(perfer3==prefer4)]} o s aae g i 3 if meas_c> : 3 phr_cnfg =
= o] E } i P fstmt = cells cell set [ 4 target cell list.append(cell) Lo|4 {
] 4 define reachably = {cellset => [(celll->cell4),(cell2->celll), } 2 1 5 if serv_cell['prefer'] = cell'prefer’]: . dl_pathloss_change = "dB3";
|5 (cell3->celld),(celld->celll)]} ! | A constrauny i 6 if meas_c > meas_serv + 6 periodic_phr_timer = 50;
= a | [ | -_ j - - U lcells = (name”) cell name | | 7 target_cell list nppcnd(cell) |7 prohibit_phr_timer =0;
r‘- ,-‘— ! ‘ ST ‘ :
%Eﬂ&*i ?’ E *ZRH/\J } (e) Network management intent | cons = Ipol’} olicy | ¢ e el ek ] - ool Vpwn LEon
} o s X {r polic) | 9 if (meas ¢ > (@) & (meas_serv <@): Lol ulsch_cnfg =
! { | | pol = nameopname preference | | 10 target_cell_list.append(cell) Lo|10 {
y | } ! ! - o hich ! p - | 11 max_harq_tx =4;
W:t:mégﬁ ,\\l % *E | I [REE wet | (f) SKETCH program specifaction with holes V) periodic_bsr_timer=20; // in ms
/ — I ] i | i ; | == equ(]l | 13 retx_bsr_timer=2320; //inms
I I ! : L&
i i i ! | << low ‘ }: X
] .17 . =
\ v 77 i i ! : i | N target constrainis: 16 time_alignment_timer = -1; // -1 is infinity
-7r|=| / L o | ' v ) ‘ Nor(e; - ¢+ = ;) = 7ok
i i 1 i . .
i i - i i ' (d) CEL intent representation language ~(@i € N, Prefic,..; > c.)) A (Y € N, Prefic,;.1 2 ;) A 18 ' ——
| 1 | o
EA: I : E/J E Im | | | I P l ! Prefic,, > c.) (1) Network configuration file
I I ] - - ! I | 3 . high serv
H i%i " s 3 Lo 37,1 B/ o wh )
EE i (b) New carrier addition scenario P | y Frefery> Frafony: ming, 07 )25,
! - : ! else if Prefer,; < Prefer,;: min (07" ) >
] | ! of. .
QQ [=r=] ] |  det. 3 else: 07+ 0720
A E ) | Lo ; I :
] 1 3 2 g5, 1 (g) Program objective constraints
| o | !
| Configuration parameters Values range Hl | pol | pol | i ‘
| I Lo N 2 o ‘ |
3 qrxlevmin [-156,-44] o [ 1 = SKETCH !
] pMax 0.60] - 1
S, S0 ¥ Y ¥ h 4 $
i h)’bA30f_fbd (0,15] ‘: i cell 2 cell i TR (h) CEGIS-based SKETCH Veri fv i
Fre ‘ cs ) est ) 1 nthesis s erification
} sFreqPrio [1,10000] I op || est | kgt op || cst : Yl | program synthesis
| e e | | — — — — |
|
| . |
: P |
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NetCR: Knowledge Graph based Recommendation Framework for
Manual Network Configuration. IEEE 10T Journal.

> GRENTERE ARG © HITTEENEE, SNBSS S
— - SEDTRET RS,
(g) N TN O i BB TECPRIEEKHERIIES
2 (= Hr R T HERAOACLIBEL,
PR - = 0 e
o ~ = 8 2 e NS S L e
— N]—2MT1
LR S EEFE AR ©p F—EMER .
> GEERRZORENS

- GENEREAEEE
O SEpRIECEREARA,

0 FEEERBTHIEEMEE.

O KT

BHATZ WA,

sang

- SEFECEBLAA TERTEE R E

O ATRSER.
O ERMEERENS.
O FIAHEESE.



AEENEESSRA-NetCR

O st A% ETFANREENEESS T ENetCR
g [ hostmameR O > BFRERMBRSGS
TR -QQNVQ O MREEEAERREERE,
C@; o AFsEI?
¥ ¢E S n)ER RS =z
R = & O g& R R B 51 e
SRR TR RIS e

e © BRI,

ip ospf cost 65530 - -

F 0 e — . L
iy Wome ) NT T T 7. O PRSI A
@) mrmees e&_‘g' 6 e 1 O : o

Sl O AR

il
Imf
gl
45

U

4=
= A



EENEIRSSEA-NetCR

O AMRENEAY O] AR
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Network
o |
4.0.1.0/ 3 has_as
on «—3- R1 & > R2
=3 - & %
@D L ﬁ/'
- @/\ )%
| & Asi0 % |
interface interface
(@]
el
10 I
gg‘ FEO/0 «— connect —— GE1/0
DR, ;N 6&@%
Q[Gr@ '\QP»
Y Sl N
3.0.1.0/ 192.168.
24 0.1/24
(b) 1

(c) FERER15R2
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| Eﬂ?—ﬁﬁﬂﬂ, ConfigReco: Network Configuration Recommendation with Graph Neural
Networks. IEEE Network Magazine.

> MBGETEFERZR

a. TRZ= Rl R b. BRAMER b. {44 EIR
S 1
OSPF, BGP, ACL RIP, RIP-2, IS-
Static routing, \I/SL,IA(\;[\ES/RGAEPQ?ES 6 4 no des
- SYNET>24//\Ar
A YNET>2401
v - NetComplete > 6/)\d¢
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o] iEFERYEC B IETFIR AR -ConfigReco

u EEySES
> BETFRhREEREEHEFT EConfigReco

—————————— Feedback———————————le

Analymso)—»( Recommend Hlmplement/Evaluate)

! |

interface GigabitEthernet0/0/0

bgp log-neighbor-changes
ip binding vpn-instance default router bgp 2_ router-id
ip address 192.168.0.1 255.255.255.0 bgp router-id 2.1.1.1
alias GEO/METH ... & bgp ? asl remote-as value
@:éiﬁ neighbor as1 ? send-community

route-map

o Existing
Configurations Output

Input

@ FREE
O Bz

O RERANES F TSIk RS,

SEE SIS,

PITEC R ZIBRIMKEKR F.

O T REN SRR,
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> SIFARFEERY “EcEtRIE"

O e

(a) W& HERE

Type 3
AS1 AS2

(b) BinE#EE

Type 4
AS2

=3 =%

(d) =/&#E

> %Dl/\g %L'F%:FJ:ET }/?\ A
- FCERIFREVE, WISEHES
°EE%LTI%%

R2

R1 R3
N\ contain s
contain il contain
\\x bap ‘//
father father
& T~

Logneighbor

router-id <—jping -changes
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. =P =P Tl Representation in naural network
EE—EEE: HPIRE g
e s 318 |B]s
> BTN/ AR ST R e g | 5 alle
£ s Input text  Input text
> IX—)SI gg@agsﬁiﬁ%% E%ﬁii%gﬁ;& Em::ihgllr)nezdozlet:a:rzgﬁfetlure A 3 Encoder network processing NMT processing
................................................ T PP P PP RS
‘ :'“ i Eo;fi;ur;ti;n ;' f;Ul;f;‘ ) : ; Configuration of router B
| router c?spf 1 l_) _’ ospf {
o s . — s N N DY ~ ‘ router-id 2.1.1.1 area 0.0.0.
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Opportunities and Implementation of Neural Machine Routar A
Translation in Network Configuration. IEEE Network Magazine.

Network Infrastructure
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O TR BMNEREEIESE
ZHEREIIGERE: FXNEECENETINEEESR, RALRE D AL 7 E T Sf8ENEEIIEL 4.
FAVEA— N seq2seqifify, IZIERIH—MEFTransformerZB0HRIDEFMDRRAEM, YWAE/ MEEIESEP
%g@ﬁH’\JJ‘Z—/PH’\J?EEEL&E[C'SCO]““”'pe”o SFRZEREVSEEN=1RENR) %G, BRd. E52IE0R
AJEHIE.

(1) B it B A ER3)I%k

icExE — — e
BARE L e — = ERIESHEER
oeﬁgfazo.o.o.e e t°kens/]_> area 0.0.0.6 > | area 0.0.0.6 = EQZI Hy&%ié”* H 5] EI‘J%/_J\
network 6.6.6.0 0.0.0.255 6.6.6.0 0.0.0.255 network 6.6.6.0 0.0.0.255

(BT mEXIRE)

(2) REBRw

PN MIAEE EEWRE
N e
rguter b%p 2'd21 1.1 / \ e bng; id2.1.1.1 MT 5B rc:)uter bgtp 2'd 2111 -LJl gg%ﬁﬁg%yﬁggimﬁﬂ
gp router-id 2.1.1. router-id 2.1.1. gp router-id 2.1.1. —_
neighbor as1 peer-group —> BAEE > neighbor peer-group Cisco - Cisco neighbor as1 peer-group ‘ nggyu / TE%%*E'HE (q:l
neighbor as1 remote-as 1 - // as1 remote-as 1

lrleighbor as1 remote-as 1 |‘E-_|§,_'_R§|J Eﬁgﬂ{*ﬂgiﬁz)
(3) RDEHF

— ——— 1S BRERES SESAEEIAE R AT P T)I145
— N :
Touterd 2.4.1.1 | gMrad | o s 0.0.0.1{ I TN 1 1 = [HTEGE, KBS
N0 Cisco - Juniper i . . Juniper - Cisco 51T - epa
network 2.0,0.0 0.255.255.255 P mertace gg_;;g;g; 2 netiork 2.0.0.0 0.256.255.255 =8 IRHEL R

}
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Input Output
O FiaERZSEc EFE AL IR bep {
group GROUP1 { router bgp 10
type external; bgp router-id 2.1.1.1

S 73 /— LATE ] B s loca‘l-ac'ldrcss 2.1.1.1; ne?ghbor GROUPI peer-group
A M52 7 — i 1 GRYAEFHTRIRECEEUESE, FREMNAT family inet { reghbor GROUPI remote 1310

unicast;
neighbor 10.12.11.1 description R1

—_ === SH4— ) T =] R 1
i% EFI ﬁﬁ 7N EI‘J IX—)SI g%@agfﬁ%fgﬂztm I ﬁ?j-éﬁj:}% iEIEfl gﬁ%}%«E L\/L?ﬁﬁ import POL; ; ddress-family ipvé
local-as 2; o
*EJ:F:UE@ )\g;% S, o neighbo.r 10.12.11.1 ¢ ESS g;r;};zg;?iinal-paths select all
description R1; bgp additional-paths send receive

IR B THIER T 1 00 I AL B FE T B LT A, XLy | peera o i

ERFETESSH mAFPFMINSEX, FESERNERR, "
ST — M EERGIHES MR L TRESER.

(a) Translation Examples

3 Juniper-Cisco
EE Cisco- Juniper
Module Main function 7
v
config_extract Parse the user manual and extract the network configuration S
@2 96
config_clean Delete non-configuration text information g
<
E
config_enhancement Randomly change, delete, or add configuration information to enhance the configuration text :ug 041
config_tokenize Split the network configuration text into individual words or symbols Zg
=
config_quality The number of various configuration parameters is collected to visualize the overall data set 02
TABLET. Network configuration preprocessing framework modules and func-
tlons' 0.0~ Jaccard BLEU ROUGE WER

(b) Evaluation Indicators
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PItEECERERL. BHFEHREE

¢ N
Python PL NL
C/C++ =

C/C++ PL Java PL

router bgp 65536

bgp router-id 10.1.1.99

no bgp default ipvd4-unicast

bgp fast-external-fallover

bgp log-neighbor-changes

timers bgp 7@ 120

neighbor 192.168.1.1 remote-as 65538
1

address—-family ipvé4

neighbor 192.168.1.1 activate

no auto-summary

no synchronization

network 10,1.1.8 mask 255.255.255.0
exit-address—family

It's easy.
I've learned it before.

LM

I'm sorry,
| don't understand...

LLMABE ErRIR R B R IR

Test 1: BRESREMEEIBTISITNERREN

n To create a set clause to apply the cost community attribute to routes
that pass through a route map, use thelxxxfcommand in route-map
configuration mode.

To create a set clause to apply the cost community attribute to routes

that pass through a route map, use the| “set community’ hommand in

route-map configuration mode. X

set extcommunity cost

Dataset Supported statement Unsupported statement

326 119 207

&1 GPTREEIFRENMHNER

Test 2: BAESREERBEEM S EIIEEN

100.00% Evaluation Scores by Metric and Categary

80.00%

Dataset Num 9
atase 60.48% 64.13%

55.64% 52.91%

res

Small 150 s0.00% 50.78%
Medium 150 4 39.53%
40.00%
Large 150
20.00%

E2: GPTEEEAEMAENMIEER

GPTEMBEC BRI AME

Large

ConfigAid: A Pre-trained Model for Configuration
Generation Tasks.

1
1 11
 ~C0 | EN-ED
1 11

1
1 1
W oo g v
1

[ 4ECE: “interface FastEthernet0/0" ]
[ 4 pECE " Configuring BGP that ..." ] [ BLRECE: .. ]

RERRESRE N AR
I 48 ic B i
TR BECE EEE5S? y

[ "bgp router-id 172.17.1.99..." ]

[ "The interface is FastEthernet0/0" ]

l "... autonomous-system 100; ..." ]

A EEALLM e EC &S5
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O ConfigAid : EcE4%ERk. FFFIRETER

"Generate |0S: Configuring BGP that router ID is..."

"bgp router-id 172.17.1.99..."

-

—

... autonomous-system 100; ..."

"Translate I0S to Junos: router bgp 100..." ——> ConfigAid @

"The interface is FastEthernet0/0..."

"Summarize 10S: interface FastEthernet0/0..." / \1

Task-Adaptive Pretraining

Multi-Task Learning

Multi-Vendor

090
AR LA +£ g
VN Vaem T, G I||| |
~ Yoo —> vy oy —> —)
\"\-,\‘ I "“’\l,\--:,I
rL ‘\\-; Vo, GPT
\J ~=-

PickCorpus DataEnhan  TAPT

PromptAlign

- Config

N | |51 D

Gen-Trans-Sum
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O ConflgAld 5(_‘&%'1:'213 Normalized BLEU and ROUGE Scores by Category

160 N GPT BLEU

[ GPT ROUGE
ip community-list SESNGEES conn! PENMEENISGNIES

I Config BLEU
ip prefix-list pfx permit B Config ROUGE
route-map RMO permit 10

match community comml

match

set local-preference 200
route-map RMO permit 20

set metric 90 Eiﬁg

120 +

100 +

80

O ~J oy U b WD

Scores (Percentage of Max)

ip community-1list standard comml _ 20 -

ip prefix-list pfx permit 192.168.2.0 255.255.255.0
route-map RMO permit 10 0
match community comml Small Medium Large

maccn [ categony
sty D S 50 ConfigAidBIEE BAEMEIL T GPT3.5
set metric 90 GPT35§EEJZ§‘5Z%

O J o U b Wb

b=t BLUE ROUGE-1 ROUGE-2 ROUGE-L

ip community-1list I comml permit 1:2 1:3 GPT-3.5 54.33 82.13 65.89 80.79
ip prefix-list pfx permit 192.168.2.0/24
route-map RMO permit 10
match community comml ConfigAid 1251 87.95 80.20 86.68
match ip address prefix-list pfx

set local-preference 200 ConfigAidaYEic B REIRTN

route-map RMO permit 20

set metric 90 ConflgAIdEEE%Z%

GPT-4 57.82 85.10 69.55 84.09

O ~J oy U b WD




*iﬁ% *ﬂéﬁzémﬁag Configuration Copilot: From Natural Language to

Network-wide Configurations.
O #H5a

> (BEIRESERAE KNS EIBREE DTN ALERBES], TR Mz A BRIGIE,
O AR B
> FRRBRAESEEAMEMNEEXENTEL® O, MMEEEIR, 1BXERIHRIMNEIR.

router bgp 45000
bgp log-neighbor-changes

router bzp 45000
template peer-policy CUSTOMEE-A
template peer-policy CUSTOMER-A route-map SET-COMNUNITY

route-map SET-COMMUNITY in fl 1 .ter_l 1 ot 2|:| :.LI'.I. IEIE% @a%

filter-list 20 in
inherit peer-policy PEINAEY-IN 20

neighbor CUSTOMER-A peer-policy CUSTOMER-A inherit iﬂhEI‘it DEEI“DD].:.LC‘,’ GLDBEL 1|:|
neighbor CUSTOMER-A peer-policy PRIMARY-IN priority 20

neighbor CUSTOMER-A peer-policy GLOBAL priori O -‘Lﬁ‘]z%ﬁ 1‘/% D I 1,‘E;ﬁ*3n£
(] H
> BTEEI%G, BTSN,
REMREERER, BUFSIUER

73, SEPLLMBYEC B UIER .

B B X b
192.168.3.0/255 192.168.3.0/255 Pz /
\_E » :H: M
T SRR -~

4

. © misnz

192.168.1.0/255 192.168.1.0/255
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