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大纲

• IPv6单栈

• 面临挑战

• IPv6 创新

• 小结



CERNET，CERNET2 和 CERNET3 （FITI）
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2.4 Kbps - 9.6 Kbps
IP over X.25 

64 Kbps
IP over lease line

512 Kbps – 4 Mbps
IP over VSAT

155 Mbps
IP over SDH

2.5 Gbps - 10 Gbps
IP over DWDM

100 Gbps
IP over DWDM

2020

2.4 Kbps - 9.6 Kbps
IPv6 over IPv4

2.5 Gbps
IPv6 over SDH

2.5 Gbps – 10 Gbps
IPv6 over DWDM

100 Gbps
IPv6 over DWDM

100 Gbps
IPv6 slicing over DWDM



IPv6单栈
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中国引领
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世界互通
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IPv6

IPv4

Real IPv6 host using
IPv4-translatable address

Real IPv4 host
mirrored IPv6 host

mirrored IPv4 host using
IPv4-converted address

Stateless
NAT64

A subset of IPv6 
addresses

IVI



翻译行为

IPv4 Internet xlat

IPv6 Internet
IPv6-only host

Dual stack

Link

IPv4

IPv6

TCP/UDP

Applications

IPv6

IPv6

xlat

网络视角 操作系统视角
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一次翻译 双重翻译



场景



IPv4
Internet

IPv6
network

xlat

DNS64
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IPv4
Internet

IPv6
networ
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xlat

DNS4
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xlat-1IPv4
Internet

IPv6
network



xlat-2 IPv4
network



纯IPv6服务器 纯IPv6客户机



IPv6
Client 

IPv6

Internet
R6 R

IPv6-only
server

IPv4

Internet
IPv4

Client 
R4 xlat

DNS46

192.0.2.2/30

192.0.2.1/30 2001:db8::2/126

2001:db8::1/126

纯IPv6服务器
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IPv6
Server 

IPv6

Internet
R6 R

IPv6-only
client

IPv4

Internet
IPv4

Server 
R4 xlat

DNS64

192.0.2.2/30

192.0.2.1/30 2001:db8::2/12
6

2001:db8::1/126

纯IPv6客户机
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全功能支持的操作系统

NAT64
• iOS (9.2+) and MacOS (10.13+)

− RFC7050, etc
− dhcpv6 stateful or
− slaac

464xlat
• Andriod (6.0+), Win10 (1703+), 

Linux
− RFC6877, RFC7050, etc
− slaac only

• Windows
– Chrome

• windows10家庭版 chrome Version 
117.0.5938.150 (Official Build) (64-bit)

• windows11专业版 chrome Version 
118.0.5993.71（Official Build） (64-
bit)

https://chromium-review.googlesource.com/c/chromium/src/+/3691238

https://chromium-review.googlesource.com/c/chromium/src/+/3691238


IPv6-only
Campus

xlat

xlat

ivi-1:N

ivi-NAT64

DNS46 DNS64

Border
R

IPv4/IPv6

IPv4 IPv6

IPv6

IPv6

IPv6

IPv6

IPv6

IPv4/IPv6

IPv6

IPv6

IPv-only

DHCPv6
WLAN

SLAAC
WALN

IDC

Wired 

Multi-SSID

纯IPv6校园网
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xlatxlat

R

P

PP

P

P

PE

PEPE

PE

PE

xlat

R

IPv6-only

xlat

IPv4/IPv6
peering

IPv6-only
Down-stream

IPv4/IPv6
Down-stream 

IPv4/IPv6
Upper-stream

IPv4/IPv6
Down-stream

IPv6-only
Down-stream

纯IPv6主干网
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R
R

R
R

IVI
xlat

xlat

R
R

Route 
server

(B)

IVI
xlat

R
R

交换机

ISP 1 ISP 2

ISP 3ISP 4

Route 
server
（A)

IPv6交换中心

15



IPv4-
translatable

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

IPv4-
translatable 

IPv6

IPv6

AS 1

AS 4

AS 6

AS 2

AS 5

AS 7

AS 3

AS 8

“纯IPv6”互联网
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IPv4 address may exist 
forever, but 
• It will mostly be 

embedded in the IPv6 
address

• We can think IPv6 is 
the locater and IPv4 is 
the identifier

• There will be again a 
single global Internet, 
and we don’t need to 
distinguish the 
different protocol 
families.  



挑战
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• The IETF is willing to respond to the pervasive 
surveillance attack?

• Overwhelming YES.  Silence for NO.

• Pervasive surveillance is an attack, and the IETF 
needs to adjust our threat model to consider it 
when developing standards track specifications.

• Very strong YES.  Silence for NO

• The IETF should include encryption, even 
outside authentication, where practical.

• Strong YES.  Silence for NO

• The IETF should strive for end-to-end 
encryption, even when there are middleboxes 
in the path.

• Mixed response, but more YES than NO. 

• Many insecure protocols are used in the 
Internet today, and the IETF should create a 
secure alternative for the popular ones.

• Mostly YES, but some NO. 

Hardening The Internet

斯诺登事件（2013.06）

http://www.youtube.com/watch?v=oV71hhEpQ20
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IPv6单栈（2021.07）

2030



俄乌冲突（2022.02）

Network (IPv4/IPv6): address, ASN, routing（ rPKI）

Ethernet（fiber, UTP, WIFI） 2G、3G、4G、5G、6G

Transport（TCP/UDP）： TLS、dTLS

Application (HTTP, HTTPS, [1.1, 2.0, 3.0])
DNS

DNSSEC

DOT

DOH

CA

Skylink, …物理线路

路由系统

域名系统证书系统

应用平台

供应链标准 人才
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chatGPT （2022.11）
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互联网核心技术演进

1970s      1980s      1990s      2000s      2010s      2020s    2030s

NCP TCP/IP DNS, BGP HTTP HTTPS

设计原则

？？？

技术模块
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IPv6创新



历史案例
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1991

1998

1996 1997

1998 1999

2000
20132006

• 眼界

• 勇气

• 资源

• 运气
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IVI

Translation  IVI
IETF Behave WG

Dual stack
NFSCNET

IPv6 only

CERNET2 

• 200 所大学
• 200万用户

Tunnel 

IPv6 over 

IPv4
CERNET-6Bone

Tunnel 

IPv4 over IPv6
IETF softwire  

WG

IPv4
CERNET

• 2000 所大学
• 2000万用户

1994 2000 2004 2005 20111998 2007

Double  dIVI
IETF Softwire WG

2014

Unification 
IETF Softwire WG

IETF v6ops WG

2017

20 years



IVI 技术在各代CERNET上的演进

IVI试验站点虚拟化

IVI Distributed IVI Virtual IVI

IPv4 IPv6 IPv4 IPv6 IPv4 IPv6 slicing
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高性能

超算专网 464BGP



跨域
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BGP peering (work in progress)
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IVI and IP address mapping

Linear 

mapping

Nonlinear

mapping
Crypto

mapping
AI

mapping

Nonstationary

mapping



slicing

校园网IPv6切片保安全

用户上网

➢有线

➢无线（多SSID）

信息系统

➢专网

➢VPN

视频系统

➢教学

➢研讨

外部宣传

➢CDN

➢WAF

科学研究

➢超算专网

➢存储专网

➢备份专网

➢……

物联网

➢门禁专网

➢视频监控专网

➢井盖专网

• 传统校园网
➢ “糖葫芦”

• IPv6 校园网
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SRv6

• Evolution
−Source and destination based routing

➢N^2

−Destination based routing
➢Current

−Path based routing
➢Stateful 

−Segment routing 
➢Source route



IPv6专网（1）
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IPv6专网（2）



IPv6专网（3）
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IPv6专网（4）

✓ 类型
• 用户自建专网 运营商专网服务
（L2） （L3VPN）

✓ 要素
• 地址 （ULA vs GUA）
• 域名 （IPv6 address vs DNS）
• 边界 （No NAT66 and zero trust）
• 过渡 （IVI for incremental and transparent deployment）



IPv6 IPv6

IPv6

IPv6

AS 1 AS 2

AS 4

AS 3
IPv4/IPv6
RFC1918/ULA

IPv4/IPv6
RFC1918/ULA

IPv4/IPv6
RFC1918/ULA

IPv4/IPv6
RFC1918/ULA

CE
xlat

CE
xlat

CE
xlat

CE
xlat

IPv6专网 (5)
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IPv6 for …

Computers
People

IoT

Robots Neurons
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人工智能对互联网的挑战

• 分布

• 可信

38

Can we trust the answers-
trusts

There are few AI big giants -
centralization



Internet Layered architecture
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• 路由安全

• 域名安全

• 证书安全

• 网络可信

• 设备可信



轮回：1993-2023

• chatGPT
➢应用:

⎼ 中国: 依然是传统编程方式

⎼ 世界: chatGPT 自动生成程序

➢设备:
⎼ 前期: 可以进口NVIDIA A100

⎼ 后期： 无法进口 NVIDIA A100/H100

➢治理：

⎼ 管理： ？

⎼ 技术： ？

• Internet
➢应用:

⎼ 中国: jpeg是硕士生的论文

⎼ 世界： jpeg 的源程序免费下载

➢设备:
⎼ 前期： 受“巴统”限制

⎼ 后期: 国产和进口混合组网

➢治理：
⎼ 管理： CERNET管理规定+BBS

⎼ 技术： 195号令+GFW
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允许ChatGPT犯错误开放治理同行

• 治理包含两个方面（模型本身的治理，人类自己的治理）

• 模型本身的治理：

• 多模态：（文本、语音、图像、视频）符合道德标准、伦理标准和政治

标准

• 创造性：要有创造性，就必须允许犯错误

• 开放跟治理必须同时进行，必须边开放边治理

• 靠人类来做对齐处理
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AI专网
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重新思考教育科研计算机网的定位

• 1994-2004
⎼ 引领公众互联网

• 2004-2024
⎼ 与公众互联网既合作又竞争（）

• 2024- ……
⎼ 既是公众互联网，又是高层次专网（）

⎼ 超算专网

⎼ AI专网

⎼ ……

IPv6为我们提供了无限的技术可能性！！！
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The playground is changing again
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Internet chatGPT IPv6+AI?Use fire



Thanks!
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