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in GDP per capita.

countries in two groups: you are
much more likely to have IPv6 if
you are in the top-50 countries
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& Developer Discover Design Develop Distribute Support Account

Support Overview  Development  Distrbution

Supporting IPv6-only Networks

Starting June 1, 2016, all apps submitted to the App Store must support IPv6-only networking. A majority of
apps will not require any changes as IPV8 is already supported by NSURLSession and CFNetwork APls.
However, if your app utilizes IPva-specific APIs or hard-coded IP addresses, you will need to make changes.
Be sure to test for IPv6 compatibility before submitting your app to the App Store for review.

For more information on supporting IPV6 networks, review Supporting IPv6 DNS64/NAT64 Networks.

Testing your app in an IPv6-only environment

You should test your app on an IPv6-only network. If you don‘t have one, you can set up a test network by
following the instructions in Test for IPv6 DNSB4/NAT64 Compatibility Regularly.

IMPORTANT: If you're testing with a WWAN-capable device, make sure to turn off WWAN before running
your test. This will ensure your device is using the IPv6-only Wi-Fi.

Note: You can turn off WWAN using Settings > Cellular > Cellular Data (for English localizations outside of
North America use Settings > Mobile > Mobile Data)

IPv4 references
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L SASM - SearchbyAs x| G §
va googlesource.com/lat kabesegits c |[Qa *e 9

T Xing L's page @ ivi nms [@] quaggs IPvd route i.. NK [quaggs-dev 8546) .. @ htp/ftestingivi2or...

% | HE RFCO877 - 4B4XLAT: Co % | G services/jova/com/

Google Git Signin

android / platform / frameworks / base.git / android-4.4.1_r1 /. / services / java / com / android / server / connectivity
/ Natd64Xlat.java

blob: (file] (log] (blanme]

« Copyright (C) 2012 The Android Open Source Project
+ Licensed under the Apache License, Version 2.8 (the "License”);
* you msy not use this file except in complisnce with the License.
+ You may obtain a copy of the License ot

http://www.apache.org/licenses/LICENSE-2.8

+ Unless required by spplicable law or sgreed to in writing, software
AS TS" BASIS,

+ distributed under the License is distributed on

+ WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either expr r implied.

+ See the License for the specific language governing permissions and

+ linftations under the License.

package com.android.server.connectivity;

ene 3 IPva to IPv6 address synthes: X = v
<« c (a 13691238 wan % O@((mn:)

™M Gmail Q @8 @ KHER () GitHub - lencx/Ch.. () GitHub - flaweso.. @ XingLi-GoogleS.. 4, MeetBard » B FtiH®

€ Chromium GErrit cHANGES ~  DOCUMENTATION «  BROWSE « Q © & sab
EIEXD 3671238 - 1Pvd to IPv6 address synthesis described in RFC6052. £ CREATE RELAND
Change info SHOWALL v IPv4 to IPv6 address synthesis described in RFCEAS2

Submitted  Oct 13,2022
Owner

Uploader @

Revewsrs (g Tou
Adar Rice @9
cc pre———

Repo! Branch chomumist main
Submit Requirements

© coteneven @

@ Code-Owners Approved
Trigger Votes

Commit-Gusue §2

Files

Buse » Pachsetoi~ @11
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M chromerbows:

Inplenent 1Pvé to 1Pv6 address synthesis (RFCEOS2) to utilize the NAT64
©n #n TPvé only network Lo connect to sn IPvd address literal

Currently, Chrome cannot access an IPud 1iteral whan the network is IPvé
only (such as when an IPvA address 1z directly written in the Canibax)
becauze DNS64 cannot be used for 1P literals

In order for the packets to use NAT64 in the network, Chrome will nan
#9pe0d the TPvd to TPV translation prafix (Pref6d::/n) to the TPvé

Also add feature kUseNAT6AForIPvaLiteral (default: enabled) in order to
be able to dassble this festure for debugging purposes
Bug: 915887

v SHOWALL

Comments (3 %6 meacived

Checks (£ Ghvarmhan By 5w ) (&30
Comments Checks Findings
aeclc DOWNLOAD  EXPAND AL
Comments sue Detta o ACov ICaviU) SCOM(Y)
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NAT64
* 10S (9.2+) and MacOS (10.13+)

— RFC7050, etc
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Linux
— RFC6877, RFC7050, etc
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AS 1 AS 2

d IPv4-
translatable
IPv6

4 IPv4-
translatable
IPv6

AS 3

4 IPv4-
translatable
IPv6

AS 4 AS 5

g IPv4-
translatable
IPv6

IPv4-
translatable
IPv6

IPv6 IPv6

AS 6 / AS 7 AS 8

d IPv4-
translatable
IPv6

« 1Pv4-
translatable
IPv6

IPv4-
translatable
IPv6

IPv4 address may exist
forever, but

It will mostly be
embedded in the |IPv6
address

We can think IPv6 Is
the locater and IPv4 Is
the identifier

There will be again a
single global Internet,
and we don't need to
distinguish the
different protocol
families.

16



k8,



#r# A4 (2013.06)

The IETF is willing to respond to the pervasive
survelllance attack?

* Overwhelming YES. Silence for NO.

Pervasive surveillance is an attack, and the IETF
needs to adjust our threat model to consider it

when developing standards track specifications.

* Very strong YES. Silence for NO

The [ETF should include encryption, even
outside authentication, where practical.

e Strong YES. Silence for NO

The IETF should strive for end-to-end
encryption, even when there are middleboxes
In the path.

* Mixed response, but more YES than NO.
Many insecure protocols are used in the

Internet today, and the IETF should create a
secure alternative for the popular ones.

* Mostly YES, but some NO.

Hardening The Internet
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SIGCOMM "21 > Speeding up IPv4 connections via IPv6 infrastructure

Speeding Up IPv4 Connections via IPv6 Infrastructure

Ruiyu Fang', Guoliang Han?, Xin Wang', Congxiao Bao®, Xing Li*, Yang Chen'
School of Computer Science, Fudan University, China 2INDIRECTIONNET, China jTsinghua University, China
A o

{ryfang19,xinw,chenyang}@fudan.edu.cn 1

com, {congxiao,xing}@cernet.edu.cn

ABSTRACT

In the transition process from [Pvd to IPv6, the lack of customer de-
mand remains a major problem for Internet Service Providers. With
the increasing traffic in [Pv4 networks, the ISPs’ operational cost is
growing while the user experience will be degraded. We propose a
solution for these problems by transferring IPv4 traffic through the
IPv6 core network. By providing better services for IPv4 end users,
such as stabler connections, lower latency and better QoS, our solu-
tion can serve as an incentive for ISPs to gradually upgrade to pure
IPv6 networks. In this demo, we showcase that better service qual-
ity for IPv4 end-to-end connections can be acquired by transferring
traffic from heavy-loaded [Pv4 core network to light-loaded [Pvé
core network, using stateless IPv4/IPv6 translation techniques.

NSp m
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Figure 1: [Tlustration of proposed system-iFudané.

To solve the problem, we propesed a system transferring traffic
from a he loaded IPvd4 network to a lisht-loaded TPvf netwark.

APAN
Internet2
GEANT2
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Internet Area Working Group (intarea)

Field Trial of IPv6-only Across Three Domains

Huhhot
Wuxi (Inner Mongolia)

(Jiangsu province)

UE/CPE ChinaNet (AS:4134)
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Communication modes tested

* [Pv4-only users access IPv4-only services
* [Pv4-only users access IPv6 and IPv4 cloud servers
* External IPv4 user accesses IPv6 and IPv4 cloud servers

* [Pv6 user accesses IPv6 and 1Pv4 cloud servers
2022/7/25 10

BGP peering (work in progress)
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Linear Nonlinear Nonstationary Crypto Al
mapping mapping mapping mapping mapping

2023 IEEE Symposium on Computers and Communications (ISCC)

6Former: Transformer-Based IPv6 Address

Generation
1** Qiankun Liu 2" Xing Li
Institute for Network Sciences and Cyberspace Institute for Network Sciences and Cyberspace
Tsinghua University Tsinghua University
Beijing, China Beijing, China
1gk20 @mails.tsinghua.edu.cn xing@cernet.edu.cn
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—Source and destination based routing
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—Destination based routing
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The playground is changing again
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