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* L2ZEUTNSLALE
* BESFTMY
- BGP. OSPF. RIP

- FEXT
o HUHEZS[E]IG K 232 — 2128
« BFHIHEZ I HE
« Mk
* {FFENDMXZE{RARP
s SINRZLZEEHN

|Pv4 Header IPv6 Header

Source Address Source Address
Destination Address

Field’s Name Kept from IPv4 to IPv6 Destination Address
Fields Not Kept in IPv6

Name and Position Changed in IPv6

New Field in IPv6
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15 ﬁﬁq:/j%ﬁ ):l: ﬁ ﬁé IET,I ﬁ o Source Destination Payload

. 3_*}1&I}L Attackerl FF05::1:3] DHCP Attack @ 2001:db8:2::50
IPVG?H?%i@ﬂJ: 4 @ 2001:db8:1::60
FF02::1 link-local Ffg £ 41
« FF02::2 link-local Fr 5 ¥ H
* FFO05::2 site-local fr 5 & H
 FF05::1:3 site-local DHCPjR %38

. IPv69:,£50‘iﬂJi EnFHI TS, (B1E AL RRAB ENAIEEN.
E— B ENBERHE T, PGB R T ER.

U 2001:db8:3::70

« TH: ping -6 ff02::1%ethO
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 IPV6LLE & TH15>K Neighbor Solicitation

B ENIREIPVOIHIIII F VR EEBEIMAXNNAREH, HREAXT M
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. 3_1‘ILAF73_7FILBﬁﬁT 2R % 2H %1k — EHE
EREZEVH, S51Pv4 ARPIEEEL

s I E BN NERABELZIIEK,
RS E A B

« T H: thc-ipv6/parasite6

SWIHR

A ! B !
Src=A >
Dst = Solicited-node multicast of B
ICMP type = 135

Data = link-layer address of A
Query: what is your link address?

Src=B
Dst=A

ICMP type = 136
Data = link-layer address of B
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- BHAE4%RA (Router Advertisement)

o IRHI1EKRS (Router Solicitation)
* REEEENHRA. RSEIPV4A ARPIIMYTE2THE, REMEMZERIE,

« Wik&

* 51Pv4 ARPEIFFRURTHE]
* HIERAHERHE
 Huybrh SR it EE AL E
* REHC ASMIERIAIAEEH
* WIHFFRE

T B thc-ipv6e/fake router6

W&
&2
% 1. RS 2. RA% 2 RA?
~ DADMIER
- 2. RA:
Src = Src = Router Link-local Address
Dst = All-Routers multicast Address Dst = All-nodes multicast address

ICMP Type =133
Data = Query: please send RA

ICMP Type = 134

Data= options, prefix, lifetime,
autoconfig flag
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 Secure Neighbor Discovery (SEND)
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Frame 1 (423 bytes on wire, 423 bytes captured)
Raw packet data
Internet Protocol Version B

Hop-by-hop Option Header
lestination Option Header

S ] =
Routing Header, Type 0 RIEIXHLE -
Hop-by-hop Option Header Hop-by-hop SkZZH—1
O et s i Desinaton Oplion 5 ST
b il BIE— 23 R 9 Destination Option 3k

lestination Option Header
Routing Header, Type 0

Transmission Control Protocol, Src Port: 1024 (1024), Dst Port: bgp (179), Seq: 0, Ack: 0, Len: 51
Border Gateway Protocol
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* DHCPV6 AL E UL E
* IPVERI KL 2Nty —, EXRMU = B {FEEEMNSERENEAEA T 1T,
* DHCPV6EIRASHE e, WNREHEFERESMIE SRS EN, ™
ER787 SE St oae o = 5 8
« 2001:da8:yyyy::1
« 2001:da8:yyyy::2 | DHCPV6R] &€ 43 fic B4 = A/ b kit
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 Windows. MacOS. Linux

 10S. Android
.« W4

®) IPv4 Only MEBAZIBER IPv6 LEiRIRT?

* KPR

* MBEHALE

s WHEXRIXEHESRA
» RumikF BEIECEIPV6
* IXFIMITLIEFEIPVO

« EEIPVOINTEE

« NiZHEA IPV6
* A
« HE{RIFIPVA,
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IPv4 Internet

IPv4-only segment
Client
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Dualstack

Server
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WHEE NS IRHE S5RA
% 75DHCPV6H B15 &
% 771Pv6 DNSELB1= &2

TEETEN

« BRIAEAIPVE, B EIPv6 DNS

T EE F Y A 1XDNSEH
« |Pv6 DNS {5
« BIHIEHAWPADRENTE B

« Windows H &)& T4 IE
W EDNS N ZWPAD DNS
R EEBERERIFSE
NTLMRelayIX o7
187215 B L]

Vitctim

ICMPv6 Router Advertisement

M

DHCPvV6 Solicit

M

DHCPv6 Advertise

A 4

DHCPv6 Request

>
New Conflguratlon L DHCPv6 Reply
o WPAD URL R t
DNS: f 2 (preferred) Eques )

N

WPAD URL Response

Proxy: 10.0.0.2
HTTP Request

B Etheret Properties

"N

HTTP Response

¥

407: Proxy Authentication Required
Networking  Sharing

NTLM challenge/response
Connect using:

I? Intel(R} Ethemet Connecti

This connection uses the following items:

3005 Packet Scheduler

&, Intemet Protocal Version 4 (TCP./IPv4) |

[m] . Microsoft Network Adapter Multiplexor Protocol

Microsoft LLDP Protocol Driver |

| 4 Intemet Protocol Version 6 (TCP/IPvE) |

. Link-Layer Topology Discovery Responder

v

Attacker

.

mitmé
(DHCPv6 and
DNS Server)

LDAP Server

[*] User privileges found: Create user
. Link-Layer Topology Discovery Mapper 170 1)

[*] User privileges found: Modifying domain ACL

[*] Attempting to create user in:
Install... Uninstall

-

: CN=Users,DC=adlab,DC=com

[*] User privileges found: Adding user to a privileged group (Enterprise Admins)

[*] |Adding new user with username
Description

: NbuCuQKhZW and password

: v(Zt<)) Snii$uo result

[*] Querying domain security descriptor
Allows your computer to access resources on a Mig [ *
network.

2) |

: 0K |

[*] Success! User NbuCuQKhZW now has Replication-Get-Changes-All privileges on the domain
[*]|Try using DCSync with secretsdump.py and this user

[*] Saved restore state to aclpwn-20221221-101643.restore

0K Cancel
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